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1. Course Description:

ISO/IEC 27005 Foundation training course enables the participants understand the fundamental
concepts and principles of information security risk management based on ISO/IEC 27005.

By attending this training course, participants will learn more about the structure of the standard
including information security risk assessment, treatment, acceptance, communication and
consultation, and monitoring and review. They will also gain basic knowledge related to information
security risk management based on other standards such as ISO/IEC 27001 and ISO 31000.

After attending the training course, you can sit for the exam and, if you successfully pass it, you can
apply for a “PECB Certified ISO/IEC 27005 Foundation” credential. A PECB Foundation certificate
shows that you have knowledge on the fundamental concepts, principles, methodologies, processes,
and management approaches used in information security risk management.

2. Audience:

e Individuals involved in information security risk management

e Individuals seeking to gain knowledge about the main processes of information security risk
management

e Individuals interested in pursuing a career in information security risk management

3. Learning Objectives:

Understand the basic concepts of information security risk management

o Acknowledge the correlation between ISO/IEC 27005, I1SO 31000, ISO/IEC 27001, and other
standards and regulatory frameworks

e Understand the approaches, methods, and techniques used for the management of
information security risks

4. Benefits of Taking This Course:

e Understanding how to deal with security risk management
e Formal and independent recognition of personal competencies

5. Prerequisites:

None

6. Course Materials:
You will receive the following as part of this course:
e A copy of the classroom presentation material
e Astudy handbook containing information and practical examples



7. About the Examination:

The “PECB Certified ISO/IEC 27005 Foundation” exam complies with the PECB Examination and
Certification Programme (ECP) requirements. The exam covers the following competency domains:
e Domain 1: Fundamental concepts of information security risk management
e Domain 2: Information security risk management approaches and processes

8. Agenda

e Introduction to fundamental concepts e Information security risk management

of information security risk and certification exam

management and ISO/IEC 27005

Fifalde Consulting Inc. is a trusted independent advisor, helping organizations maximize efficiencies and increase value
to their IT services. We specialize in the delivery of Information Technology Service Management (ITSM) and Information
Security Management (ISM) consulting and training services, using best practices such as the Information Technology
Infrastructure Library (ITIL®), TIPA®, TOGAF®, and standards such as ISO/IEC 20000, 27001, 38500 and others.
Fifalde’s team includes a network of the most accredited consultants and trainers in the IT industry.

For more information on what Fifalde can offer your organization, please visit fifalde.com
This training is certified by PECB.
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